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Middlesex Spatial Interactive Visualisation Environment (M-SIEVE)

THE M-SIEVE INTERFACE HAS THREE SHARED VIEWS THAT SIMULTANEOUSLY UPDATE
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1

Play/pause button used to Colour is used to indicate the Menu options to open additional
automatically play through the maximum policy status of functionality — including the CLA
dataset machines at each location Suggested Alert Level (see below)

CONCERN LEVEL ASSESSMENT (CLA) RULES

The dataset contains a The parameters taken together To integrate the insight of Based on the elicited

number of independent il reveal the state of the machine, experts in to our system, we knowledge, we developed a
parameters, which on but only to experts who conducted knowledge elicitation ggset of heuristics (inference
their own provide very understand which combination of interviews with network security Jrules) to assign parameter
little insight. parameters are important. academics and practitioners combinations to 6 point scale
E.g., Machine X is suffering from a Machine X is an office workstation suffering from An expert knows that Machine X is not of Machine X would have a low alert level as
multiple login failure a multiple login failure but is otherwise normal concern as it is a human facing machine humans forget passwords

Areas of Concerns at 2012-02-032 00:45:00

Example heuristics CLA Alert Levels

’ Bank Unit IP Address Class Function Policy Activity #Conns Suggested Alert Level

Jeqgion 1 - Branch 103 172.10.31.31 workstation  teller 2 3 37 3
lagion 1 - Branch 104  172.10.94.45  workstation  loan 2 4 16 5 If Then
Jegion 1 - Branch 107 172.10,43.43 workstation  teller 2 3 17 3 ] ]
legion 1-Branch 108 172.10.46.14  workstation  loan 2 3 21 3 All parameters are normal, independent of machine type and 0. Normal: Of no concern
Reqgion 1 - Branch 109 172.10,49.38 workstation  teller 2 5 13 2 tlme Of day
Reqgion 1 - Branch 116 172.10,70.25 workstation  teller 2 5 23 2
iegion 1-Branch 118 172.10.76.38  workstation  teler 2 3 31 2 Office workstation, with normal activity and number of 1. Low
me_?EQIDr‘I 1 - Branch 120 172.10.82.45 workstation  office 2 2 20 2 . d . h | | d . e
m - l?egiu:un 1-Branch 121 172.10.85.6 wiorkstation  loan 2 5 10 2 COnneCthnS, and with low policy- eviation
e oan s ] e St ° i 41 i Teller workstation develops low policy-deviation due to having 2. Medium-low
K Jegion 1 - Branch 126 172.10.100,34  workstation  office 2 2 14 2 ] ] ]
= -7 Regonl-Branch130  172.10.1123  workstation  office 2 5 21 2 an external device added durlng office hours
ijﬂ%eginﬂ 1 - Branch 131 172.10,115.51  workstation  office 2 3 43 3 . . . . . . . .
G onion 1 - Branch 132 1721011827 warkstation  office 5 - - 5 Office workstation suffers from login failure, is policy deviated, 3. Medium
legion 1-Branch 134 172.10.124.5  waorkstation  affice 2 3 46 3 and has a high number of connections during office hours
Jegion 1 - Branch 14 172.9,18.15 workstation  office 2 5 45 2 . . . . . .
Yegion 1-Branch 144 172.10.154.38  workstation  loan 2 3 21 3 High-use server (e.g. email server) with otherwise normal 4. Medium-high
g (e.g g
=CJE o EEEAT SRS R AR ] ELSEe) e 2 3 2 3 parameters is suffering from 100% CPU consumption during
Reqgion 1 - Branch 15 172.9.21.43 workstation  loan 2 3 45 3 ]
legion 1 - Branch 150 172.10.172.22  workstation  loan 2 4 38 5 office hours
172.10.172.35  workstation  office 2 5 =20 2 . . . . . .
e D i - - 5 Loan workstation (customer facing) is suffering from 100% CPU 5. High: Of high concern
legion 1-Branch 151 172.10.175.36  warkstation  teller 2 5 g 2 consumption, a high number of connections, and has policy
Jegion 1 - Branch 153 172,10.181.15  workstation  teller 2 5 1z 2 d . t
Jeqion 1 - Branch 156 172,10.190,34  workstation  office 2 2 26 2 eviation
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