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Abstract—Industry 4.0 is currently transforming the industrial
landscape through the use of innovative technologies and novel
data management approaches. The incorporation of Industry 4.0
brought new dimensions of improvement and autonomy into the
existing industrial manufacturing processes which has also led to
increased expectations for traceability in manufacturing.
Traceability enables the tracking of every part and product of the
manufacturing process giving insights into each manufactured
component and its full history across each operation step that
helps manufacturers improve quality and efficiency. Despite the
huge potential in facilitating the optimization of the production
lines, product traceability has remained a challenging topic in
mass manufacturing. Hence, in this paper, an innovative
Blockchain-based framework is proposed to integrate the
processes of a real production line using the Industry 4.0 Festo
Cyber-Physical Factory located at London Digital Twin Research
Centre, Middlesex University. Blockchain technology is a
distributed and shared database of events for a product life cycle
that is encrypted in blocks or smaller data units. This paper
introduces a viable blockchain-based framework implemented
within a real smart product assembly for internal traceability
within the production process in order to improve the security by
preventing counterfeiting, identify specific problems on the
production line and provide objective proof for product quality
assurance.
Keywords—industry 4.0, blockchain, cyber-physical factory

I. INTRODUCTION
The advent of Industrial Internet of Things (IIoT) has led to
rapid advancements in manufacturing technologies which in turn
enabled the creation of smart factories. A smart factory relies on
the intersection of the real and digital worlds within
manufacturing involving the full integration of manufacturing
technologies and systems to deliver superior quality services
along with an overall reduction in the time and cost for
manufacturing. Industry 4.0 brings innovative technologies and
novel data management approaches leading to increased
expectations for traceability in manufacturing. In this regard, the
integration of Blockchain technology is seen as a promising
solution. Blockchain technology is a distributed and shared
database of events for a product life cycle that is encrypted in
blocks or smaller data units. These blocks (or ledgers) contain
all the events and records shared among all concerned
participants, for ease of verification in future. Blockchain can be
implemented in any transaction to store and verify the product
life cycle. Financial ledgers are the most common use cases for

blockchain. Blockchain technology is not limited to supply chain
and its applications are diverse, such as: voting, ownership
management, energy supply, protecting critical civil
infrastructure, electronic health records, etc. In [1], [2] the
authors proposed originChain that aims to restructure the current
central database systems with blockchain in order to provide
transparent and tamper-proof information.
Over the years, the increase in food falsification has caused
a lack of customer trust and economic loss. Authentication and
tracking of the food supply chain have become a pressing issue
for the industry and its stakeholders. Thus, Galvez et al. [3] have
reviewed the potential of blockchain technology to ensure
traceability, transparency, and legitimacy in the food supply
chain. The authors have highlighted that blockchain in a food
supply chain can be implemented at several stages: production,
processing, storage, distribution, retail, and administration
phases. Similarly, Tian et al. [4] have reviewed the utilization
and development of Radio-Frequency Identification (RFID)
within a blockchain environment and have identified the pros
and cons of using RFID and blockchain technology for
agriculture and the food supply chain. The authors have
proposed a conceptual design for building an agri-food supplychain traceability system. The study in [5] also introduces
blockchain concepts for information security and transparent
ledgers for the food supply chain. However, the data gathered is
solely based on problems faced by China and its food industry.
Motivated by the fact that blockchain technology provides a
promising solution to the traceability problem in supply chain
management, Liu et al. [6] have introduced a general framework
based on blockchain for product traceability in e-commerce
supply chain. The framework introduces a multichain structure
model for storing all information, data management model, and
a block structure model.
One of the latest paradigms in smart technologies is
Communicating Things Network (CTN), a network of physical
devices that can extract and share digital information. However,
within an IIoT framework, it is possible for intruders to breach
the devices' security. In this context, Rathee et al. [7] have
proposed the integration of blockchain within a hybrid IIoT
framework to extract information from IoT devices and store
extracted records into the blockchain in order to maintain
transparency among various users located at different places.
Similarly, the authors in [8] developed a blockchain-based steel

Fig. 1. Festo Cyber- Physical Factory islands and stations.

IoT quality traceability system using a hyperledger blockchain
platform. The experimental results have shown that all
stakeholders can participate in information authorization
utilizing the system.
For today's complex agricultural supply chain, the task of
efficient traceability is of utmost importance. Thus, in [9] the
authors have proposed an approach that uses the Ethereum
blockchain and smart contracts to accomplish transactions for
tracking soybean production and distribution across the
agricultural supply chain. This provides businesses with vital
information to reduce cost and increase efficiency. Similarly, in
[10] the authors have proposed ProvChain, a provenance
architecture based on blockchain. The goal of ProvChain is to
provide security, privacy and availability of data operations in a
cloud storage application. Similarly, the provenance data are
stored as records hashed in Merkle tree nodes.
Consequently, the integration of blockchain to enable secure
and transparent traceability in the supply chain across different
areas within Industry 4.0 is gaining significant importance lately.
In this context, this paper introduces a viable blockchain-based
framework implemented within a real smart product assembly
for internal traceability within the production process in order to
improve the security by preventing counterfeiting, identify
specific problems on the production line and provide objective
proof for product quality assurance.
II. FESTO CYBER-PHYSICAL FACTORY
The Festo Cyber-Physical Factory installed at Middlesex
University is a dedicated system performing the production
assembly line operations [11], [12]. The cyber-physical lab (CP
Lab) is composed of two production units called islands. These
islands are connected via an Automated Guided Vehicle (AVG).
Each island has four stations, and each station performs a
dedicated assembly task. Furthermore, each production cell has
an abridged station responsible for passing the product to AVG
to pass it on to the next island. The stations communicate over
two TCP servers running on the Manufacturing Execution
System (MES). One server is a state server for simple
diagnostics and connection related flags. The other is a
messaging server that sends and receives ordering information
such as order number, current work plan position, carrier ID, etc.

When an order is placed through MES, a carrier tray is assigned
to that particular order for the whole duration. The carrier tray
moves from station to station through conveyor belt. Each
station identifies the carrier, order number and progress using
RFID to ensure that every order is processed only once at each
module. Figure 1 shows an actual representation of the Festo
Cyber-Physical Factory and its islands.
The production process starts at the first station, which is the
Magazine Front station responsible for placing the lowerplastic casting onto the next available carrier. The carrier is
checked using IR sensors. If the carrier is empty, the base cover
is dispensed. The second station is the Manual station. Here, an
operator is required to place the order specific Printed Circuit
Board (PCB) onto the base cover at this station. Afterwards, a
quality check is performed at Camera inspection station, to
verify if the correct PCB is chosen. In case of unsuccessful visual
inspection, the order is returned to the first island where each
station will again verify the progress of the product through
RFID and take actions accordingly until a visual inspection is
successful. In case of successful visual inspection, the product is
passed on to the Bridge 1 station.
From the bridging station, AVG transports the carrier to the
Bridge 2 station on the second production unit. The next station
on the second island is the Magazine Back station, responsible
for placing the upper-plastic casing on top, closing in the PCB.
Similarly, IR sensors detect if the product needs a top cover, and
dispenses accordingly. The next station is the Press station
where upper and lower parts of the product are pressed together
at the desired pressure and time. With the available Human
Machine Interface, the operator decides on the force needed to
press the covers together. The time interval for which the
pressure needs to be continuously applied is set on the order but
can be changed using HMI. The last station is the Heating
station. Here, the product is kept in the pre-heated furnace for a
period which is preset in the order. Similarly, the HMI allows to
modify the time, target temperature and monitor the actual
temperature registered by the PT100 sensor inside the module
and the total time the carrier has spent inside the oven. If the
ambient temperature is lower than the target temperature, the
heating and cross-flow blower is turned on until the target
temperature is achieved. After this point, a countdown clock

starts from a time interval picked by the user. When the time is
up the carrier is out and it returns to the manual station via the
bridge for order packing and freeing the carrier. At this point, the
order is complete.
III. DEVELOPMENT OF BLOCKCHAIN FOR FESTO CYBERPHYSICAL FACTORY
Due to the quantity of data being produced in Industry 4.0, it
is not easy to properly harness this efficiently and securely whilst
promoting anti-counterfeit methods. Therefore, one of the main
focuses of this study is the production of blockchain receipts of
authenticity for products. The products leave the production line
to see their journey through the production process and provide
proof of validity. Furthermore, it enables in-built security against
computer trespassing and node corruption. The major
contributions of the proposed blockchain framework for Festo
Cyber-Physical Factory are as follows:
•
•
•

To develop a system for uploading appropriate data to
a decentralized blockchain network.
To implement the system in an Industry 4.0 production
line
To provide blockchain receipt of authenticity for every
product created

A. Identifying Change in Blockchain
The main form for a blockchain to take is as a Merkle Tree.
A Merkle Tree enables us to hash a block so that it is virtually
impossible to compromise and forge data. In most
cryptocurrency blockchains, a set of transactions enter the tree;
these are individually hashed and concatenated into one string in
hexadecimal form. This string is then hashed, producing the root
hash of the block.

gives the node 'awareness' of other nodes active on the network.
To emit a node name at the frequency of one transmission per
second, all other processing continued sequentially each step
having a different timestamp. The used threading technique
allowed the node discovery function to go a stage further. Using
a custom message in the 'emitter' function, the node name is sent
in conjunction with the last hash created by the block with all
data received from other nodes. If the nodes' previous hashes are
the same, all data has been transferred across successfully, and
nodes have not been compromised. If the hashes are different,
one of the nodes has incorrect data. Figure 2 shows nodes
subscribing to block data and publishing their hashes to the last
hash.
To find which hashes hold the majority and which hashes are
incorrect, an array is created to hold the hashes - with the index
of each hash being the number of whichever nodes the hash
came from. Once a hash discovered to be a minority – to be
changed – it is simple to carry out an array search to find which
index matches the offending hash; the index is the same as the
node's name and, therefore, reveals the compromised node.
While the emitter() function used to broadcast the last hash
showed that the data's transmission had not been compromised,
it did not prove the node was secure. The emitter() function had
to be replaced with a dedicated array to handle the blocks' hashes.
This array is fed into a loop and is repeatedly hashed until the
end of the array. That hash is then broadcast every five seconds,
synchronized to clock time so that every node is published
simultaneously. Algorithm 1 demonstrates salt hashing to find
the hash of the node.

To make the block secure and confident that it has not been
tampered with, a vital piece of ’transaction’ data is time. Time is
always changing. The hash of a block created at 17:15:10 is
completely different from one created just a second later. For
example, if a block claims to have been created at 17:15:10 and
has a different hash than expected, the block must have been
altered. To identify this change, a classifier named ’Blockchain’,
was
produced
with
two
inputs:
’previousHash’
and ’transactions’. These were hashed together to create a
variable called ’contains’. This process enabled the storage of
the intermediary hash of the block before the final hashing. Thus,
a block is created with the hash of a previous block.
Robot Operating System (ROS) has been used as a nodebased platform to simplify the software on which the blockchain
software is written. Furthermore, a listening script has been
created to receive the blockchain data. All the nodes have
identical data, and all nodes publish to each other.
B. Dectecting Node Tampering
If a node has been tampered with, falsifying the data, the
block's hash will change. Since the goal is to implement
blockchain within MES, the number of stations is finite,
meaning only a limited number of nodes is required. As the
number and names of nodes to be used are known (NODE1,
NODE2, etc.), a 'nodesOnline' Robot Operating System (ROS)
module was created, to which a node can publish online. This

Fig. 2. Nodes subscribing to block data and publishing their hashes to Last
Hash.

Algorithm 1: Broadcasting a node’s hash across the network
for i ≤ orderQuantity do
for j ≤ carrierQuantity do
for z ≤ blockchainLength do
MasterHash = generateHash(MasterHash + Blockchain[z])
BroadcastAcrossNodes(MasterHash)

Fig. 3. Nodes publish/subscribe to the rewrite function.

When rewriting a compromised node, all of the array data
needs to be transferred to the other node as quickly as possible.
However, the compromised node first has to be wiped and then
reinitialised. Once the node has been completely rewritten, the
emitter() function then broadcasts an updated hash that should
be the same as majority hash. Figure 3 demonstrates how the
nodes publish and subscribe to the rewrite function.
To communicate with PLCs, TCP server is used. PLCs act
as a TCP Client a transmit a data string on every clock cycle.
The Python scripts act as TCP Servers and handle data parsing.
An
example
of
a
PLC
string
would
be:
1,1300,211,3,32,45,02,17,03,2021. This refers respectively to:
station name, order number, carrier ID, product number, seconds,
minutes, hours, days, months, years.
C. Linking Created Products to Their Blockchain Receipts
The final step was to link the created products to their
accompanying blockchain receipts. A Raspberry Pi's is equipped
with a camera running the OpenCV module, a computer vision
package. QR codes were then attached to the top lids of every
product. When a QR code is decoded, the user is taken to a file
server running on the Raspberry Pi. When a product reaches the
manual station for the second time (once it has finished a lap)
the QR code is scanned by the camera and the data sent via ROS
and written to a global variable. Callback() in Node2 then
renames the receipt to say it is completed. This is then copied to
the file on the file server at the QR code's address. When a user
scans that QR code with their smartphone and connects to the
MES System's network, that specific product's blockchain
receipt is then revealed.

with one station (the Bridge 1 and 2 stations are excluded) within
the CP Lab. Initiating an order on the MES requires a secure
hash (‘license key’) sent to the license server and the customer
number and order requirements. The server will check if the key
is valid. If successful, the order details will be sent to MES,
where an order will be created. The MES will allocate the newly
created order to the next available carrier on the CP Lab. It does
that via an RFID tag located on the bottom inside edge. The
Magazine Front Station is the first station in the work plan thus,
the RFID tag first gets populated here. The information written
to it includes an order number, product number and current
station position. Once the RFID tag has been successfully
written to, the station will send the Carrier ID, current order
details and status (including a timestamp) to the blockchain
system, which will initialize a new blockchain. The node that
initialized the blockchain then broadcasts its information across
the network to the other five nodes, which in turn create new
genesis blocks and their own root hashes. Finally, these root
hashes are broadcast through the network. If a root hash is
detected to be different to the majority, the connected node will
be classed as corrupt, and a re-write operation will be carried out
as explained in Section 3.
B. Receipt Generation
The Magazine Back Station drops the top casing onto the
assembly. Before loading the hopper, all the casings have a QR
code mounted on the surface. The QR code acts as a unique link
to the blockchain created for this specific product. The last
station the carrier will reach is the manual station again. Workers
remove the part from the carrier for packing. Above this station,
a camera is mounted and scans the QR code, and the RFID is
read. The software then links this QR code to the blockchain that
was created. A user can then find out the history of the product’s
production life cycle along with its serial number as proof of
authenticity. An example is illustrated in Figure 4.

IV. BLOCKCHAIN- BASED FESTO CYBER-PHYSICAL FACTORY
WORKFLOW
The blockchain solution has been integrated within the
production line process of the Cyber-Physical Factory described
in Section 2. The workflow of the proposed solution consists of
two stages: blockchain initialization and receipt generation.
A. Blockchain Initialization
The blockchain system is hosted on three Raspberry Pis.
Each Raspberry Pi has two blockchain nodes running on them
for a total of six nodes. Each node is in direct communication

Fig. 4. A demonstration of how the QR Codes can be scanned to reveal the
blockchain associated with the connected product.

V. CONCLUSIONS
This paper implements a blockchain solution for product
traceability within the Festo Cyber-Physical Factory located at
Middlesex University. Within the proposed framework, data is
harvested effectively, stored and used through a decentralized
network to effectively maintain security and prevent breaches.
This work demonstrates that blockchain can be integrated within
the product’s production life cycle to enable proof of
authenticity.
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